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NLP - Adversarial Attack 

Deep Learning becomes main approach of NLP

LSTM Transformer



Focus On Safety and Robustness in NLP

Adversarial Attack: Exposing robustness problems in deep learning



Adversarial Attack

Emotional Analysis

Text Classification

Alzantot et al. “Generating Natural Language Adersarial Examples.” EMNLP 2018

Want et al. Towards Evaluating the Robustness of Chinese BERT Classifiers. arXiv 2020



Adversarial Attack – low robustness

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020



Adversarial Attack – backdoor attack

Dai et al. “A Backdoor Atack Against LSTM-Based Text Classification Systems.” IEEE Access 2019

Train

Test



Work — Sememe Knowledge-Guided Textual Adversarial Attacks

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020

Sememes: minimum indivisible semantic units of human languages 

defined by linguists

Sentence → Phrase → Word → Sememe

All the semantic meanings of concepts can be composed of a limited 

closed set of sememes.

e.g. boy → human, male, child; girl → human, female, child



Work — Sememe Knowledge-Guided Textual Adversarial Attacks

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020

Two-step Combinatorial Optimization Problem

Step 1: Reduce the search space by generating a set of replacement words 

for each word in the original sample

Step 2:Use a search algorithm for combinatorial optimization



Work — Sememe Knowledge-Guided Textual Adversarial Attacks

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020

1 Sememe-based Word Substitution Method

Sememes & HowNet
HowNet – the most famous sememe-based linguistic KB. 

Manually annotate more than 100,000 words and phrases in Chinese 

and English using about 2,000 sememes.

More replacement words

Higher quality of replacement words



Work — Sememe Knowledge-Guided Textual Adversarial Attacks

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020

2 Particle Swarm Optimization (PSO)-based 

Adversarial Example Search Algorithm



Work — Sememe Knowledge-Guided Textual Adversarial Attacks

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020

Model 1+2 on three datasets (IMDB, SST, SNLI) for 

two tasks (Emotion Analysis, NLI)

Success Rate of Attacks

Sample Quality

“%M”, “%I” and “PPL” indicate the modification rate, grammatical error increase rate and language model perplexity respectively.
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Zang et al. “Learning to Attack: Towards Textual Adversarial Attacking in Real-world Situations.” arXiv 2020.

Efficient Attack for Real-life Scenarios

Gradient-based (white-box)

Blind

Score-based / Decision-based

↓

Reinforcement learning based attack models
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Zang et al. “Learning to Attack: Towards Textual Adversarial Attacking in Real-world Situations.” arXiv 2020.

Efficient Attack for Real-life Scenarios

Transform 2 parameters of the attack model into 2 probability vectors

1 Select keywords that have a high impact 

on the results as the replaced words

2 Select replacement words from the 

candidate replacement word set



Weekly Report II
2023-01-13

Zang et al. “Learning to Attack: Towards Textual Adversarial Attacking in Real-world Situations.” arXiv 2020.

Efficient Attack for Real-life Scenarios

Workflow:

Reinforcement Learning Textual Adversarial Attacks

State Current modified sentences

Action Main operations described above

Reward Value of decreased score of the real label from one modification

Policy Replacement Strategy

Policy Gradient:

Policy initialization Sampling Valid sample? Calculate reward

Output

Update Policy
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Zang et al. “Learning to Attack: Towards Textual Adversarial Attacking in Real-world Situations.” arXiv 2020.

Experimental results in the Score-based attack scenario
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Zang et al. “Learning to Attack: Towards Textual Adversarial Attacking in Real-world Situations.” arXiv 2020.

Experimental results in the Decision-based attack scenario
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Zang et al. “Learning to Attack: Towards Textual Adversarial Attacking in Real-world Situations.” arXiv 2020.

Experimental results
Attack efficiency: number of target model calls

Score-based

Decision-based
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NLP - Adversarial Defense 

Ideal split interface Model learning results

Sparse sample
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NLP - Adversarial Defense 

Search for adversarial samples Data mixing improves data coverage

Sparse sample → Mixup e.g. MixADA
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Si et al. “Better Robustness by More Coverage: Adversarial and Mixup Data Augmentation for Robust Finetuning.” Findings of ACL 2021.

NLP - Adversarial Defense 

Mixup e.g. MixADA
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NLP – Backdoor Attack

Existing text backdoor attacks are not covert

Trigger: Arbitrary Words, Labels,  Context Related
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Backdoor Attack

Qi et al. “Hidden Killer: Invisible Textual Backdoor Attack with Syntactic Trigger.” ACL 2021.

Using syntactic features as a trigger
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Backdoor Attack

Qi et al. “Hidden Killer: Invisible Textual Backdoor Attack with Syntactic Trigger.” ACL 2021.

Using syntactic features as a trigger, less detectable samples

Comparison of backdoor attack samples
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Backdoor Attack - syntactic features 

Qi et al. “Hidden Killer: Invisible Textual Backdoor Attack with Syntactic Trigger.” ACL 2021.

Backdoor attack results on the three datasets
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Backdoor Attack - syntactic features 

Qi et al. “Hidden Killer: Invisible Textual Backdoor Attack with Syntactic Trigger.” ACL 2021.

Backdoor attack performance of all attack methods with the defense of ONION
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Backdoor Attack - Pre-training models

Zhang et al. “Red Alarm for Pre-trained Models: Universal Vulnerability to Neuron-Level Backdoor Attacks.” arXiv 2021.

Neuron-level backdoor → Control model prediction results
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Backdoor Attack - Pre-training models

Zhang et al. “Red Alarm for Pre-trained Models: Universal Vulnerability to Neuron-Level Backdoor Attacks.” arXiv 2021.

Neuron-level backdoor → Control model prediction results
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Backdoor Defense

Phase Scenario Method Feature

Before Training Use 3rd party training data Check training data Easy but not universal

Before Testing Use 3rd party training model or API Check testing data Hard but popular

Currently, most backdoor attacks use the insertion of additional content as trigger.
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Backdoor Defense - based on anomalous word detection

Qi et al. “ONION: A Simple and Effective Defense Against Textual Backdoor Attacks.” arXiv 2020.

Check test samples before testing, detect and remove trigger words from toxic samples.

If a word is an inserted trigger word, removing it will reduce perplexity of the sentence.
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Backdoor Defense - based on anomalous word detection

Qi et al. “ONION: A Simple and Effective Defense Against Textual Backdoor Attacks.” arXiv 2020.

Significantly reduce the success rate of backdoor attacks without decreasing the 

accuracy of the model test set.
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Review - Textual Adversarial Attacks
PSO-based Adversarial Example Search Algorithm

1. Reduce search space

2. Search adversarial samples

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020
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Review - PSO-based Adversarial Example Search Algorithm

Reduce Search Space

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020

Alzantot et al. (EMNLP 2018) Finding proximal words in word vector space；
Ren et al.l (ACL 2019) Dictionary of synonyms (WordNet-Synset).

Genetic algorithms → slow convergence, low efficiency

Greedy algorithms → local extreme points

↓

Sememe Knowledge
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Review - PSO-based Adversarial Example Search Algorithm

Search adversarial samples

Zang et al. “Word-level Textual Adversarial Attacking as Combinatorial Optimization.” ACL 2020

Updating formula of velocity

ω is the inertia weight,
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Short Summary

Significantly reduce the success rate of backdoor attacks without decreasing the accuracy 

of the model test set.

Attack Defense

Textual 

Adversary

1. Use sememe knowledge to 

improve attack effectiveness

2. Use reinforcement learning to 

improve attack efficiency

1. Use data Mixup to improve model 

robustness

Textual 

Backdoor

1. Use syntactic features to make 

attack invisible

2. General backdoor attacks 

against pre-trained models

1. Use language models to detect and 

remove trigger words from attack 

samples
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BERT



Jin, Di, et al. "Is bert really robust? a strong baseline for natural language attack on text classification and entailment." AAAI 2020.

BERT

“most NLP models are very weak against just paraphrases.”

Task: Classfication & NLI



Jin, Di, et al. "Is bert really robust? a strong baseline for natural language attack on text classification and entailment." AAAI 2020.

BERT

Blackbox Setting

Problem forming – no access to model parameters

TextFooler

Step 1: Importance sampling

Step 2: Sysnonym Extraction

Step 3: Part-of-Speech Checking

Step 4: Semantic Scoring



Jin, Di, et al. "Is bert really robust? a strong baseline for natural language attack on text classification and entailment." AAAI 2020.

BERT

Experiments

Evaluaion
Original Accuracy, After-Attack Accuracy, % Perturbed Words, Semantic Similarity, Query Number

N-gram LSTM GloVe GPT Bert



Problem-based Learning

Xu, Lei, et al. “Exploring the universal vulnerability of prompt-based learning paradigm.” , NAACL 2022

Overview of the backdoor attack and the adversarial attack on PFTs

The cat is [MASK] on the mat.  [sitting] or [sleeping]



Pre-Trained Language Models

Adversarial Input

Backdoor / Data Poisoning

Data targeting bias

Manipulation of hidden representations of LM
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Advasarial Attack  - Evasion Attacks

Four Ingredients:
1. Goal: What the attack aims to achieve

2. Transformations: How to construct perturbations for possible

adversaries

3. Constrains: What a valid adversarial example should satisfy

4. Search Method: How to find an adversarial example from the

transformations that satisfies the constrains and meets the goal

Morris, John, et al. "TextAttack: A Framework for Adversarial Attacks, Data Augmentation, and Adversarial Training in NLP." EMNLP: System 

Demonstrations. 2020.



Four Ingredients - Goal

Untargeted Classification

Targeted Classification

Universal Suffix Dropper

Wrong Parse Tree in Dependency Parsing

Wallace, Eric, Mitchell Stern, and Dawn Song. "Imitation Attacks and Defenses for Black-box Machine Translation Systems.“ EMNLP. 2020

Zheng, Xiaoqing, et al. "Evaluating and enhancing the robustness of neural network-based dependency parsing models with adversarial 

examples." ACL. 2020.



Four Ingredients – Transformations (Word Level)

https://wordnet.princeton.edu/

Mrkšić, Nikola, et al. "Counter-fitting Word Vectors to Linguistic Constraints." NAACL. 2016.

Word Substitution:

WordNet synonyms

kNN or ɛ-ball in counter-fitted GloVe embedding space

BERT masked language modelling (MLM) prediction

BERT reconstruction (no masking)

Changing the inflectional form of verbs, nouns and adjectives

Gradient of the word embedding

Word Insertion:

Based on BERT MLM

Word Deletion



Four Ingredients – Transformations (Word Level)

Mrkšić, Nikola, et al. "Counter-fitting Word Vectors to Linguistic Constraints." NAACL. 2016.

kNN in counter-fitted GloVe embedding space

Counter-fitted embedding space: Use linguistic constraints to pull synonyms closer and 

antonyms far away from each others

Counter-fitting

→



Four Ingredients – Transformations (Word Level)

BERT masked language modelling (MLM) prediction

I highly recommend it. → I highly [MASK] it. → BERT →

BERT reconstruction (no masking)

I highly recommend it. → BERT → 

I highly recommend it. 

I highly doubt it. 

I highly doubted it.

I highly expected it. 

I highly envy it.

I highly recommend it. 

I highly recommends it.

I highly recommended it.

I highly recommendation it.

I highly review it.



Four Ingredients – Transformations (Word Level)

Gradient of the word embedding

First order approximation of how much the 

loss will change when changing e0 to e1.

·(e0 - e1)

argmax k       ·(e0 - e1)

Top k words maximizes the loss.



Four Ingredients – Transformations (Char Level)

Gao, Ji, et al. "Black-box generation of adversarial text sequences to evade deep learning classifiers." 2018 IEEE Security and Privacy Workshops (SPW). IEEE, 2018.

Character Level Transform:

Swap

Substitution

Deletion

Insertion



Four Ingredients – Constrains

Overlapping between the original and perturbed sample

Grammaticality of the perturbed sample

Semantic preserving

https://en.wikipedia.org/wiki/Levenshtein_distance

https://languagetool.org/

Cer, Daniel, et al. "Universal sentence encoder." arXiv preprint arXiv:1803.11175 (2018).

Bitten  

itten

…

en

n

Sitting  

itting

…

ing

ng

g

Highly related to the goal of the attack

Cosine Constrain, Cosine Similarity

Semantic similarity between the transformed sample and the original sample



Four Ingredients – Search Method

Greedy search

Greedy search with word importance ranking (WIR)

Genetic Algorithm

WIR:

leave-one-out (LOO)

the gradient of the word embedding

Genetic Algorithm:

evolution and selection based on fitness
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Adversarial Attack Examples

Example Goal Changes Constrains Methods

TextFooler Untargeted 

Classification

Word substitution by  

counter-fitted GloVe

embedding space

1. Word embedding distance

2. USE sentence similarity

3. POS consistency

Greedy search with word

importance ranking

PWWS Untargeted 

Classification 

Word substitution by 

WordNet synonyms

None Greedy search with word 

importance ranking

BERT-Attack Untargeted 

Classification

Word substitution by

BERT MLM prediction

1. USE sentence similarity

2. Maximum number of

modified words

Greedy search with word 

importance ranking

Genetic 

Algorithm

Untargeted 

Classification

Word substitution by

counter-fitted GloVe

embedding space

1. Language model perplexity

2. Maximum number of modified words

3. Word embedding space distance

Genetic Algorithm

Jin, Di, et al. "Is bert really robust? a strong baseline for natural language attack on text classification and entailment." AAAI 2020.

Ren, Shuhuai, et al. "Generating natural language adversarial examples through probability weighted word saliency." ACL 2019.

Li, Linyang, et al. "BERT-ATTACK: Adversarial Attack Against BERT Using BERT." EMNLP 2020.

Alzantot, Moustafa, et al. "Generating Natural Language Adversarial Examples." EMNLP 2018.
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Adversarial Attack Examples - TextFooler

Jin, Di, et al. "Is bert really robust? a strong baseline for natural language attack on text classification and entailment." AAAI 2020.
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Adversarial Attack Examples

PWWS: Probability Weighted Word Saliency: consider LOO Δppositive and 

Δppositive in word substitution together to obtain the WIR 

BERT-Attack

Genetic Algorithm

Ren, Shuhuai, et al. "Generating natural language adversarial examples through probability weighted word saliency." ACL 2019.

Li, Linyang, et al. "BERT-ATTACK: Adversarial Attack Against BERT Using BERT." EMNLP 2020.

Alzantot, Moustafa, et al. "Generating Natural Language Adversarial Examples." EMNLP 2018.
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Adversarial Attack Examples - Morpheus

Tan et al., “It’s Morphin’ Time! Combating Linguistic Discrimination with Inflectional Perturbations”, ACL 2020

Goal Constraints Changes Methods

Minimize F1 score (QA) None Word substitution by changing the inflectional 

form of verbs, nouns and adjectives

Greedy search

Fig. 1: MORPHEUS looks at each noun, verb, or

adjective in the sentence and selects the inflected

form (marked in red) that maximizes the target

model’s loss. To maximize semantic preservation,

MORPHEUS only considers inflections belonging to

the same universal part of speech as the original word.
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Adversarial Attack Examples – Universal Trigger
How to obtain universal trigger?

Step 1: Determine how many words the trigger needs and initialize them with some words

Step 2: Backward and obtain the gradient of each trigger word’s embedding and find the 

token that minimize the objective function  

Step 3: Update the trigger with the newly find words

Step 4: Continue step 1~3 until convergence

Wallace, Eric, et al. "Universal Adversarial Triggers for Attacking and Analyzing NLP." EMNLP-IJCNLP 2019.
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Adversarial Attack Examples – Universal Trigger

Wallace, Eric, et al. "Universal Adversarial Triggers for Attacking and Analyzing NLP." EMNLP-IJCNLP 2019.
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Adversarial Attack Examples – Universal Trigger

Wallace, Eric, et al. "Universal Adversarial Triggers for Attacking and Analyzing NLP." EMNLP-IJCNLP 2019.
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Adversarial Attack Examples – Crafting Adversaries by Auto-Encoder

Train a generator (auto-encoder) to generate the adversarial samples
Goal of generator: make the text classifier predict wrongly (attack)

Goal of the classifier: predict correctly (defense)

Iterate between attack and defense

Xu, Ying, et al. "Grey-box Adversarial Attack And Defense For Sentiment Classification." NAACL 2021.

Attack Step
Reconstruction

Similarity

Adversarial Loss

Defense Step
Reconstruction

Similarity

Defense Loss

Gumbel-Softmax reparametrization trick: using softmax with temperature scaling 

as approximation of argmax. 

The gradient of the text classifier can backpropagate through the auto encoder.
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Adversarial Attack Examples – Training an Agent to Perform Perturbation

Xu et al. “LexicalAT: Lexical-based adversarial reinforcement training for robust sentiment classification.” EMNLP 2019.

Train a network to perturb the benign text

Goal of the generator: make the classifier misclassify the perturbed sample

What the generator can do (actions)

Use reinforcement learning to train the generator

Reward: decrease in the ground truth class’s probability
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Defenses against Attacks – Training a More Robust Model

Adversarial Training:
generate the adversarial samples using the current model every N epochs

In the word embedding space by ɛ-ball 
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Defenses against Attacks – Training a More Robust Model

Dong et al. “Towards Robustness Against Natural Language Word Substitution.” ICLR 2020.

ASCC-defense (Adversarial Sparse Convex Combination)
Convex hull of set A: the smallest convex set containing A

Finding an adversary embedding in the convex hull is just finding the coefficient of 

the linear combination
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Defenses against Attacks – Training a More Robust Model

Dong et al. “Towards Robustness Against Natural Language Word Substitution.” ICLR 2020.

ASCC-defense (Adversarial Sparse Convex Combination)
Making the coefficient of the linear combination sparser
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Defenses against Attacks – Training a More Robust Model

???

Adversarial data augmentation: use a trained (not robust) text classifier 

to pre-generate the adversarial samples, and then add them to the training 

dataset to train a new text classifier
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ChatGPT Attack - models

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a

Huggingface model:

Google/flan-t5-large

Facebook/opt-66b

Bigscience/bloom

EleutherAI/gpt-j

EleutherAI/gpt-neox

Facebook/bart-large-mnli

Cross-encoder/nli-deberta-v3-large

No. of parameters:

11B

66B

176B

6B

20B

407M

435M
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ChatGPT Attack - models

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a

OpenAI model:

Text-davinci-002

Text-davinci-003

ChatGPT

No. of parameters:

175B

175B

176B
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ChatGPT Attack - Methods for constructing adversarial text

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a

Word-level perturbations

typo, similarity-based perturbation (synonym 

substitution), context-based perturbation...

Sentence-level perturbations

distracted attention perturbation, syntactic-based 

perturbation…

Create adversarial samples

CheckList, StressTest, AdvSQuAD
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ChatGPT Attack - Examples

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a
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ChatGPT Attack – OOD (out-of-distribution)

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a

How to find OOD datasets?

1. which datasets ChatGPT was trained on

2. ChatGPT completed training in early 2022 and utilized training 

data and code from before Q4 2021

3. Released dataset that we could use to ensure that ChatGPT have 

not seen this data

Datasets: ddxplus (2022, medical treatment dialogue)

flipkart (2022, product review)
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ChatGPT Attack – Evaluation tasks (robustness)

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a

Cleaning data → Designing prompt → Input = text + cues → Feeding into the model → Results collation
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ChatGPT Attack – Results

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a
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ChatGPT Attack – Error situation

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a
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ChatGPT Attack – Evaluation tasks & Results (ood)

Wang J, Hu X, Hou W, etl. On the Robustness of ChatGPT: An Adversarial and Out-of-distribution Perspective[J]. arXiv preprint arXiv:2302.12095, 2023. a

1. most large-scale language models, except GPT3.5 and ChatGPT, perform poorly on Flipkart, 

possibly due to overfitting. 

2. highlights the importance of using instructional learning and human feedback reinforcement 

learning to mitigate overfitting
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ChatGPT Attack – Prompt

Kojima T, Gu S S, Reid M, et al. Large language models are zero-shot reasoners[J]. arXiv preprint arXiv:2205.11916, 2022.

Chain of Thought do not improve model performance, but can improve interpretability
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ChatGPT Attack – QQP & MNLI

Templated instructions


